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Abstract: The rapid development of Internet of Things (IoT) technologies has resulted in
Terminal Devices (TDs) running more software to support ever-increasing functions and
services. Due to cost and technical limitations, TDs only have limited computing power and
battery capacity, which requires TDs to send computing-intensive tasks to the edge
computing network for remote execution based on task offloading technology, thereby
reducing TD’s computing load and energy consumption. There are a lot of research on
scheduling tasks to remote computing nodes in heterogeneous edge networks and cloud
platform to achieve optimal matching of computing tasks and computing resources. The
scheduling algorithm analyzes the calculation amount of the task, the operation time
constraint, and the available resource status of the computing network, and then dynamically
adjusts the allocation of offloading tasks. However, a complete analysis and review based on
the perspective of task offloading decision-making is lacking. This study compares the
existing task offloading decision-making methods in the IoT, and analyzes the advantages
and disadvantages of various methods and their adaptability to different application
scenarios. Thus, a panoramic view of [oT task offloading decision-making methods is given,
the deficiencies and challenges of existing decision-making techniques are analyzed, and

future research directions are discussed.
Keywords: Internet of Things; task offloading; decision-making; optimization; edge computing
1. Introduction

The ever-increasing functional requirements lead to loT networks being loaded with more
and more computing tasks. Some computing-intensive tasks will consume a lot of TD’s
computing power and battery Life [1]. However, TD’s computing power and power supply
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are limited. This results in slow task execution and excessive battery drain, which severely
impacts the user experience [2,3].

The emergence of task offloading technology provides a new solution to such problems,
which allows TD to delegate computationally intensive tasks to the edge computing network
instead of execution [4]. To make full use of edge computing network resources and achieve
the best match between computing nodes and computing tasks, it is necessary to generate a
task offloading decision based on a comprehensive analysis of the current available status of
computing resources and computing task characteristics [5].

Existing task offloading decision-making methods are limited by many different
application scenarios, and lack of consideration of network communication fluctuations [6].
This leads to a limited application range of the offloading decision method. In terms of
technical classification, task offloading decision-making methods are mainly divided into:
integer linear programming algorithm, heuristic algorithm, and intelligent algorithm based
on machine learning. Figure 1 shows the taxonomy of task offloading decision methods.

Classification of Task Offloading Decision Algorithms

I I l l

Int * Linear Meta
eser m}) o Heuristic e‘ ; ! Fuzzy Based Al Based
Programming Heuristic s

Figure 1. Classification of IoT task offloading decision-making methods.

This paper provides a comprehensive survey of optimization techniques for computing
task offload in IoT and its recent developments by focusing on task offload decision-making.
We discuss most of the important offload decision-making techniques proposed recently,
classify, and compare various decision-making methods according to the technical principles,
and providing a panoramic view of the field of task offload decision-making techniques. In
addition, we investigate the difference between distributed offloading decisions and
centralized offloading decisions from a problem modeling perspective. Moreover, we
provide an in-depth analysis of the latest emerging decision-making methods for task
offloading based on machine learning and deep learning techniques, and highlight some open
research challenges and discuss future research directions.

2. IoT task offloading architecture

There are many ways of IoT task offloading, which can be divided into horizontal task
offloading and vertical task offloading according to the path of task offloading. Horizontal
task offloading refers to unloading tasks from a TD to other TDs. Vertical task offloading
refers to offloading computing tasks from TD to the edge network or cloud platform. Due to
differences in task requirements and dynamic changes in the state of computing resources,
the process of offloading various tasks needs to achieve reasonable resource allocation and
scheduling based on offloading decisions. Figure 2 shows the architecture of IoT task
offloading and scheduling.
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Figure 2. 10T task offload architecture.
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The early task offloading architecture was relatively simple, and there were two types:
IoT-Edge and IoT-Cloud. The latest complex computing task offloading architecture is IoT-
Edge-Fog-Cloud. TDs can offload tasks to the edge network or cloud platform directly. In
addition, the edge network can further offload tasks upward to other fog computing nodes.
The fog computing network can also offload tasks to the cloud platform when the
computational resource requirements of the offloaded tasks are very high. In addition, the
latest research also pays attention to the idle computing resources of TDs. When a TD is idle,
it can be considered to use its computing resources to aid other TDs. Therefore, loT
computing tasks can be offloaded not only to edge computing networks and cloud platforms,
but also to other TDs in the horizontal direction.

The goal of task offloading decision-making is usually to optimize two main indicators,
one is to shorten the execution time of the task, and the other is to reduce the energy
consumption of TD. In addition, to improve the overall performance of IoT task offloading
and computing networks, decision-making algorithms also need to consider more
optimization objectives. These optimization goals include minimizing the energy
consumption of terminal mobile devices, minimizing the operation and processing time of
tasks, maximizing the reliability of task offloading, maximizing the accuracy of task
assignment, minimizing The network transmission cost of task data, minimize the use cost
of computing resources, maximize the working time of mobile devices relying on battery
power, maximize the resource utilization of edge computing network, and minimize the task
timeout percentage, etc. Figure 3 shows the main goals of task offloading.
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Figure 3. Main goals of task offloading decision-making.

The generation of offloading decisions is an important part in task offloading
optimization. It collects the characteristics and completion time requirements of computing
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tasks, and monitors available edge computing network resources. Then, tasks are assigned to
appropriate computing nodes based on multi-objective optimization constraints. It is complex
and difficult for the task offloading decision-making algorithm to achieve the above multiple
optimization goals, because the decision-making algorithm needs to consider multiple factors
that affect the task offloading performance, including but not limited to load balancing,
resource constraints, fault tolerance, security, costs, privacy, latency, and mobility, efc.
Figure 4 shows the multiple factors affecting the generation of IoT task offloading decisions.
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Figure 4. Main factors of task offloading decision-making.
3. Related survey and review

Jiang C et al. [7] provides a comprehensive research survey of task offloading decision
techniques. The survey takes smart home as the main application scenario, and fully studies
the requirements of multiple aspects of task offloading decision-making, including energy
consumption minimization, service quality assurance, and experience quality enhancement.
Lin H ef al. [8] analyze and discusses different types of offloaded models based on various
paradigms, such as MDPs, game theory, and reinforcement learning. And point out that most
of them use state-action model to describe computation offloading. The survey points out
that computing task offloading has large-scale and unpredictable characteristics, and RL-
based methods can better deal with the high complexity of this task offloading decision-
making problem. Abu-Taleb ef al. [9] conducts a detailed analysis of various task offloading
decision algorithms for mobile edge computing network application scenarios, proposes the
most important issues and challenges that affect task offloading decisions, and summarizes
the core contributions of decision offloading based on infrastructure and optimization methods.
Cao B et al. [10] focuses on the task offloading decision-making method based on deep
learning, compares, and analyzes the characteristics, limitations, and application scenarios of
various algorithms, and discusses some challenges of intelligent offloading in MEC. This
research focuses on discussing many characteristics of DQN suitable for supporting task
offloading decisions, and it is pointed out that the traditional learning method can work
jointly with the DQN-based task offloading decision-making method. Shakarami A et al. [11]
review of Machine Learning-Based Task Offloading Decision and Optimization Methods for
Virtual Reality Application Scenarios. Further, various unloading decision-making methods
are compared from two dimensions of performance index and performance evaluation. In
addition, this study also discusses the dynamic task offloading decision mechanism to support
autonomous driving. Shyalika C et al. [12] focuses on the analysis of dynamic task
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scheduling decision-making technology based on reinforcement learning for grid computing
and industrial Internet application scenarios, and discusses the adaptability and scalability of
such algorithms. This study analyzes and compares multiple decision-making methods for
task offloading based on reinforcement learning and deep learning, and describes the
characteristics of each decision-making method. In addition, the author also discusses how
this dynamic task scheduling method can better support various application scenarios.

Jin H et al. [13] compare and analyzes the decision-making strategies for task offloading
in a dynamic MEC environment. It is proposed that the task decision algorithm should
consider factors such as resource allocation and content caching. In addition, the survey
investigates the ability of various offloading decision algorithms to support mobility
management and task transfer. Moreover, this study points out the impact of terminal device
mobility on task offloading decisions. Maray M et al. [14] comparatively analyzes the
optimization method of task offloading decision-making in distributed edge computing
environment. This research focuses on minimizing task offloading delay and maximizing the
energy consumption of terminal devices, and fully studies the impact of device mobility on
task offloading decisions. In addition, this research also takes the commercial cost of task
execution as Consideration indicators that affect task offloading decisions, not just research
from the performance level. Akhlaqi MY ef al. [15] using bibliometric analysis to review the
evolution of task offloading decision-making techniques in mobile edge computing, focusing
on mobile edge computing scenarios based on 5G communications. In addition, this study
comprehensively compares the datasets used for performance verification of task offloading
decision generation algorithms.

Saeik F et al. [16] reviews vertical multi-layer task offloading optimization methods,
and discusses the impact of various dynamic parameters and user behaviors in the network
on the optimization of task offloading decisions based on artificial intelligence techniques.
This research focuses on the analysis of the heuristic task offloading decision generation
algorithm, and compares the difference in applicable scenarios between the machine
learning-based decision generation algorithm and the traditional decision generation
algorithm. In addition, this research also pays attention to the information security and system
fault tolerance issues involved in task offloading. Kar B ef al. [17] summarizes joint task
offloading optimization techniques under the fog-edge-cloud architecture. This research not
only analyzes the distribution of computing tasks at multiple vertical computing network
levels, but also focuses on the optimization of horizontal offloading of computing tasks to
other nodes in the same layer. Due to the existence of computing task offloading at the same
level, the study also specifically analyzes the difference between one-way task offloading
and two-way task offloading. In addition, this study pays special attention to the partial
offloading of tasks. Jin X et al. [18] analyzes and summarizes decision-making methods for
computing task offloading in Mobile Cloud Computing (MCC) architectures. The special
feature of this study is that tasks of different sizes are treated differently, and the optimization
of task offloading decisions based on granularity differences is analyzed and discussed. In
addition, static task offloading and dynamic task offloading decisions are analyzed separately
in this study. Furthermore, the study also discusses other related technologies such as task
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offloading fault tolerance and privacy protection in the MCC architecture in depth, and
proposes the advantages of active privacy protection based on task offloading over passive
privacy protection.

Hamdi AMA et al. [19] discusses the decision-making and optimization method of
computing task offloading in the vehicle fog computing network environment, focusing on
the decision-making optimization method of computing task offloading between moving
vehicles. In addition, this study analyzes the difficulties encountered by traditional task
offloading decision generation methods in in-vehicle fog computing networks, and elaborates
on the impact of vehicle movement on task offloading decisions. This study also fully
considers the computational task Quality of Service (QoS) constraints in the vehicular fog
computing network, and proposes a research direction for task offloading decisions that
include QoS guarantees. Gupta P et al. [20] summarizes the multi-level task offloading
optimization technology based on the IoT-Edge-Fog-Cloud architecture, and discusses the
differences in task offloading optimization methods between different layers. A decision-
making method for computing task offloading with timeliness as the main optimization
objective. To maximize the completion efficiency of tasks, this research also analyzes the
processing delay of tasks on heterogeneous computing nodes and the transmission delay of
task data between multi-layer computing networks. In addition, this study also distinguishes
different types of task offloading modes such as one-to-many and many-to-many, and discusses the
optimization methods of offloading decisions under different offloading modes respectively.

Islam A et al. [21] discusses multiple algorithms for the two types of centralized task
offloading decisions and user-side task offloading decisions separately, and provides an in-
depth analysis of the differences between the two different types of task offloading decision
architectures. The centralized task offloading decision is provided by the cloud computing
platform to provide comprehensive optimization calculations and generate a unified task
offloading strategy, while the user-side task offloading decision algorithm runs in a
distributed manner on each mobile user device that needs to offload computing tasks. In
addition, this study also discusses a decision-making method for user-cloud platform
cooperation task offloading based on software-defined networking. Furthermore, several
future research directions based on cooperative decision generation are proposed. Ahmed M
et al. [22] provides a comprehensive survey of vehicle task offloading optimization
techniques and classifies and studies task offloading optimization problems in
communication modes such as vehicle-to-vehicle and vehicle-to-base station infrastructure.
This research fully analyzes the characteristics of cellular communication, and incorporates
communication power regulation and network slicing characteristics into the consideration
factors of task offloading decision-making. However, this study does not consider the
communication power control factors between vehicles, instead, only the data transmission
delay is used to assist the offloading decision. In addition, open research challenges in this
field are given.

Wang B et al. [23] classifies the optimization of task offloading decisions in mobile
application scenarios from multiple dimensions, including joint offloading decisions,
decentralized task offloading, data caching, security, efc. This research focuses on the impact
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of different task offloading decisions on the communication cost and computing cost of
operators. In addition, the study also discusses the load balancing distribution of tasks on
multiple edge computing nodes. Furthermore, the authors also extend the study of special
decision generation for multi-hop cooperative offloading application scenarios. Heidari A et
al. [24] divides computing task offloading decision-making optimization methods into static
and dynamic categories, and discusses the adaptability of multiple algorithms in the two
categories of technologies in different application scenarios. This study focuses on the impact
of network communication quality on task offloading decisions, rather than just analyzing
the computing power of fog computing nodes. In addition, allocation of computing resources
is taken as a main issue in this study. The authors also investigate the scalability of task
offloading target networks.

Kumari N et al. [25] discusses the mathematical formulation of task offloading decision
and optimization problems, with full technical details of various solutions. This research
focuses on the optimization details of the task offloading decision generation algorithm in
the fog computing network, and fully studies the parameters and performance indicators of
various decision generation algorithms. In particular, the authors emphasize reliability
guarantees for task offloading. Shakarami A et al. [26] studies the offloading decision
mechanism of mobile users randomly offloading tasks to edge computing network scenarios,
and divides such optimization methods into three categories: Markov chains, Markov
processes, and hidden Markov models. In addition, the study compares global decision-
making methods and local decision-making methods for mobile devices.

Jamil B et al. [27] discuss task offloading decisions and dynamic scheduling techniques
in the IoE environment and categorizes these methods into eight main categories. Afterwards,
the advantages and disadvantages of various algorithms in the IoE environment are discussed.
Kaur N et al. [28] examine the differences in multiple task offloading decisions and
scheduling algorithms in terms of optimization metrics and simulation environment settings.
Through the analysis, it is pointed out that time, cost, energy and load balance are the most
concerned parameters in task scheduling. Alizadeh MR ef al. [29] analyze which scheduling
decision-making methods are more concerned, and discusses the network environment to
which various algorithms are applicable. Furthermore, the authors discuss at length which
scheduling metrics are closely related to offloading decisions.

The various author provide above detailed survey on task offload scheduling for 10T is
illustrated in Table 1.
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Table 1. Survey on task offload scheduling.

Algorithm

Strengths and

Works Proposed Classification Scenario future scope
[7] Survey on several fundamental Integer linear Smart home, The basic theory of
issues to be addressed for programming, Industrial IoT task  offload and
computational offloading Heuristic, Meta decision-making
decisions and optimization heuristic
[8] Discusses different types of Integer linear E-commerce, Based on software
offloading models based on programming, Smart cities defined networking
various paradigms Heuristic, Meta
heuristic, Fuzzy
based, Al based
[9] An overview of the task Integer linear Mobile apps Offloading tasks
offloading decision model is programming, between MECs
presented and task offloading Heuristic, Meta
between compute nodes is heuristic, Fuzzy
covered based, Al based
[10] Deep learning-based task Al based 5G  network, Combining methods
offloading and optimization Artificial
methods are explored. intelligence
[11] A special review of machine Al based Multimedia Considers the transfer
learning-based task offloading processing, of decided tasks to the
decision-making and Online games, MEC
optimization methods. Virtual reality
[12] Reinforcement  learning-based Al based Grid computing, Dynamic Task
decision-making methods for Drones Scheduling
dynamic task scheduling are
reviewed
[13] Review of task offloading Heuristic, Meta Internet of Considering service
optimization from traditional heuristic, Al based vehicles, Virtual —migration
optimization  algorithms  to reality, optimization
heuristic and intelligent decision- Augmented
making algorithms reality
[14] The problems and challenges of Integer linear Face Distributed
task offloading optimization are programming, recognition, computing offloading
discussed based on optimization Heuristic, Meta Augmented algorithm
methods, granularity and heuristic, Al based reality, Mobile
application scenarios. apps
[15] Reviews the evolution of task Integer linear Autonomous Benchmark analysis
offloading decision techniques, programming, driving, 5G and
performance evaluation methods Heuristic, Meta Augmented
and datasets heuristic, Fuzzy reality
based, Al based
[16] This paper reviews the offloading Integer linear Virtual reality, Forecast traffic
decision of client computing programming, Autonomous demand
tasks, and proposes an offloading Heuristic, Meta driving
optimization based on traffic heuristic, Al based
demand forecasting
[17] The optimization of joint task Al based Internet of Horizontal offloading
offloading of machine learning vehicles,
methods in fog-cloud Industrial ToT,
architecture is reviewed Smart city
[18] Review of computational offload Integer linear Mobile apps Mobile cloud
optimization Methods in Mobile programming, computing (MCC)
Cloud Computing Heuristic, Meta
heuristic
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Table 1. Cont.

Works  Proposed Algor.ithm. Scenario Strengths and future
Classification scope

[19] Decision-making and Integer linear Internet of Task offloading in
optimization of task offloading in  programming, vehicles vehicular fog
vehicle fog computing Heuristic, Meta computing
environment heuristic, Fuzzy

based, Al based

[20] Explore multi-level task Integer linear Smart buildings, IoT-Edge-Fog-Cloud
offloading  and  scheduling programming, Smart cities,
optimization methods Heuristic, Meta Smart

heuristic, Fuzzy transportation
based, Al based

[21] Multiple algorithms are Integer linear Virtual reality, User equipment (UE)
discussed for both types of programming, Autonomous side decisions
centralized  task  offloading Heuristic, Al based driving,
decisions and user-side task Industrial IoT
offloading decisions

[22] Review the decision-making and Integer linear Internet of Application scenarios
optimization techniques of task programming, Vehicles of loV
offloading in the application Heuristic, Meta
scenarios of Internet of Vehicles  heuristic, Fuzzy

based, Al based

[23] Classification of task offloading Integer linear Mobile network Taxonomy of task
optimization methods in mobile programming, applications, offloading
application scenarios and Heuristic, Meta Drones, Internet optimization
exploration of future research heuristic, Al based of vehicles
directions.

[24] IoT computing task offloading Integer linear Mobile network Dynamic/Static
optimization methods are programming, applications, offload decision
reviewed in detail from two Heuristic, Meta Smart buildings, classification
categories of static and dynamic heuristic, Al based Internet of
task  offloading  decisions, Vehicles
respectively

[25] Provides a mathematical problem Integer linear Internet of Case analysis
formulation for task offloading programming, vehicles,
optimization Heuristic, Meta Mobile cloud

heuristic, Al based computing

[26] Investigating  decision-making Integer linear Augmented Random task
methods for mobile users to programming, reality, Virtual offloading
randomly offload tasks to edge Heuristic, Meta reality, Internet
networks heuristic, Fuzzy of vehicles

based, Al based

[27] A review of loE-oriented task Integer linear Smart city, Internet of everything
scheduling decision and resource programming, Smart
allocation methods Heuristic, Meta transportation,

heuristic, Fuzzy Virtual reality
based, Al based

[28] This paper systematically Integer linear Mobile network Multidimensional
reviews the challenges and programming, application, algorithm comparison
commonly used algorithm Heuristic, Meta Internet of and simulator
evaluation methods for task heuristic, Fuzzy vehicles, Smart
offloading decisions in fog based, Al based city
computing environments

[29] A systematic review on existing Heuristic, Meta Smart building, Clear and effective
task scheduling approaches. The heuristic Smart scheduling indicators
authors exhaustively discuss the transportation,
correlation between scheduling Internet of
metrics and offloading decisions everything
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4. Challenge and future research direction

The factors to be considered for task offload decision-making are complex due to the
diversity and heterogeneity of [oT applications. Existing studies have analyzed and compared
task offloading decision optimization methods in several dimensions. However, there are still
many challenges and key issues in this area that need to be extended for future research.

® More research on stand-alone task offload optimization, but less on workflow task
offload application scenarios

® Most of the studies only consider the amount of computation of the task, and lack
of differentiated optimization studies for different task types

® Existing task offload decision optimization methods are not well supported for

mobility

® Most of the existing studies assume a fixed size of computing network resources
and lack support for dynamically scaled computing networks

® Al-based task offloading decision methods mostly target centralized decision
architectures, while research for distributed decision architectures is lacking

® Most of the performance evaluation schemes used across studies are custom
designed and there is a lack of uniform performance evaluation designs. This has
led to difficulties in making quantitative comparisons between multiple studies

® There is a lack of publicly available data sets for relevant studies

According to the previous discussion, Al-based task offloading decision and dynamic
offloading decision optimization for complex application scenarios will have more research
prospects in the future.

5. Conclusion

The rapid development of software functions and the insufficient computing power of
terminal devices have led to the emergence of task offloading technology. The complexity of
task offloading and scheduling in mobile network application scenarios needs to be
effectively resolved. In this paper focusing on survey on optimization of decision-making for
IoT task offload scheduling with fog computing. This study sorts out and compares the
advantages and disadvantages of the task offloading optimization algorithm from the aspect
of the implementation technology of the decision-making algorithm. It is found that the Al-
based task offloading optimization method is the trend of future development. This survey
aims to form a comprehensive picture of the research progress of [oT task offloading decision
optimization and enable researchers in follow-up studies to quickly understand the challenges
and future research trends in this technology area.
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