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Abstract: Digital steganography is a new and extremely demanding method for transmitting
information securely over the internet while employing a covert device. Since its inception
in the 1990s till the present, digital steganography has a lengthy history. Early steganography
focused primarily on imperceptibility, security and embedding capacity. In addition to using
statistics as a foundation, convolution neural networks (CNN), generative adversarial
networks (GAN), coverless approaches, and machine learning are all used to construct
steganographic methods. Robustness is becoming a crucial component of many innovative
techniques. Spatial, Transform, and Adaptive domains serve as the understructure of those
novel methods. This broadens the range of steganographic technique development and often
concentrates the implementation of adaptive techniques. As a result, this study helps to
analyze the fundamentals of image steganography, a comparative review on the spatial
domain algorithms. As using evaluation tools is strongly tied to the effectiveness of
steganography, this study also goes into great detail about its application. In order to
demonstrate the effectiveness of spatial domain algorithms, the three competing spatial
domain algorithms Least Significant Bit (LSB), Optimum Pixel Adjustment Procedure
(OPAP), and Pixel Value Differencing (PVD) are being compared in this study to find the
best and most efficient algorithm.

Keywords: image steganography; LSB; OPAP; PVD; spatial domain; comparative review
1. Introduction

Human existence is progressively moving into the digital sphere where the realm of the
digital is becoming a larger part of human life. Public networks are becoming increasingly
prevalent as a result of modern digitalization. Because of this, protecting the data via an
unsecure public network is difficult. Unauthorized users, intruders, attackers, or enemies
frequently have the ability to contaminate information by changing the message, leading to
losses in money or reputation. Cybercrime is on the rise due to the need for digital data and

Copyright©2023 by the authors. Published by ELSP. This work is licensed under Creative Commons
‘ @ @ \ Attribution 4.0 International License, which permits unrestricted use, distribution, and reproduction
in any medium provided the original work is properly cited.

Selvamani R, et al Proc. Comput. Sci. 2023(2):0046



Proc. Comput. Sci. Article

information exchanges. Therefore, security measures must also be established to guard
against hacker assaults on transactions and information storage. Data protection techniques
like encryption and data concealing are frequently employed. However, the two are distinct
fields of study. Data concealment may be divided into three subcategories: cryptography,
steganography, and watermarking. Steganography and cryptography both have the primary
goal of preparing the hidden message for internet transport. Steganography runs counter to
cryptography since it conceals sensitive information in media covers to deceive adversaries
or hackers [1]. To preserve the proprietorship of the media cover, a watermark can be
embedded using the watermarking technique. Nevertheless, the distinction between
steganography and watermarking was inconsequential in the early stages of digital data
concealment development. The degree of resilience and security of steganography were both
negligible at the start of the creation of the watermarking technology [2,3].

As was already noted, the term "steganography" describes a method of communication
concealment. It is a method that incorporates the covert message into the prominent host
picture. In actuality, information concealment is a time-honoured concept that may even
predate communication itself. Steganography literally translates to "cover writing" because its
origins are in the Greek words "Stegos" and "grafia," which mean "cover" and "writing" [4].
With the development of updated communication technology, message transfer across
various hosting mediums has become straightforward. With the advent of the internet, it
became necessary to conceal sensitive information so that an intrusive party couldn't see it or
recognize it [5]. By utilizing the image as a cover, it may be deduced that the concept of
steganography initially relied on the least significant bit (LSB). However, other
steganographic documents can also make use of a variety of covers, including audio,
executable files (.(EXE), and XML [6,7].

Steganography has been applied in the digital age in a variety of applications, including
secure transfer, online banking, social networking, military, digital forensics, healthcare,
online voting by QR code, telecommunication protocols, and biometric data [8—11]. In
reality, steganography may be used for malicious purposes by those who aren't behind
cyberattacks, or it might be used inadvertently. The Internet must be protected against
compromises in its confidentiality, integrity, and availability (CIA), and steganography is
crucial in building a secure system. Therefore, steganography science must be investigated
in order to safeguard data and stop damaging cyber-attacks. Cyberattacks such as phishing
are viewed as a severe security risk. Phishing is widespread in internet banking. Young, tech-
savvy individuals have long been big fans of online banking, and as internet usage grows
around the world and more people learn about its numerous advantages, that popularity is
only going to increase. In any event, it may have disadvantages of its own. In a facility
managing a bank account structure, there is a danger of running into a phoney label for
exchange. An online account manager runs the risk of having a client's private key
compromised and misused. Online transactions have increased over the past several years,
which may be related to a number of assaults or security breaches. However, the sender goes
a step further by using steganography to ensure that no one would ever be able to read
the message.
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The next portions of this study include a review of related literature on the three spatial
domain algorithms that were chosen, research methodology, which includes experimental
implementation design, data collection, performance measurements, and evaluation
standards. Additionally, the experiment's outcomes are shown alongside the graphical
representations. This study also makes pertinent comparisons and discussions, and it
concludes with the experiment's findings. This study's goal is to offer a comparison
experiment that determines the best technique for concealing sensitive text in images without
compromising their quality.

There are five sections to the research. We quickly go over the foundations of image
steganography in order to make the subject matter autonomous. We delve into further detail
on literature of spatial domain and respective algorithms in Section 2. The performance
measures and evaluation criteria are the primary focus of Section 3. In Sections 4 and 5,
findings and conclusions are presented.

2. Literature review

The term “image steganography” refers to methods that can hide a steganographic message
inside of an image such that it cannot be seen and deciphered by a third party. Image
steganography refers to methods that can hide the steganographic message within an image
such that a third party cannot decipher it. The picture files may be in many distinct formats,
including PNG, JPG, and BMP [12]. Steganography attempts to hide the information, as
opposed to cryptography, which modifies the data to render it unintelligible. The most
common file types in steganography are images. They are recognized for creating a non-
causal media because of their capacity to arbitrary access any pixel in the image.
Imperceptibility or undetectability, embedding capacity, security, and robustness are the four
primary criteria that are constantly assessed in data concealing. These four things serve as
both the objectives and difficulties of data concealing research. Sometimes the elements are
directly proportional to each other. The three different embedding domains of steganography
are spatial, frequency or transformation, and adaptive.

2.1. Spatial domain

The evolution of well-known spatial steganography methods is shown in this section. It also
incorporates the benefits and drawbacks of both its quantitative and qualitative aspects. The
secret message is inserted or embedded in this domain using the pixel's intensity. The
embedding benefits of such a format are numerous. For instance, it boosts capacity with no
restrictions and simplifies the system, which ensures the concealed message's
imperceptibility [13]. In studies on image steganography, the spatial domain is most
frequently employed. The ability to directly alter the pixel values of an image makes it
reasonably easy to embed messages utilizing the spatial domain. If there is distortion or
deformation in the stego-image, the spatial domain has the drawback that the message will
be more brittle. Many researchers do assert that their approaches in the transform domain
have a great capacity, however when these methods are examined, it is shown that they
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employ non-blind extraction. Several of the extensively used and developed spatial
approaches include LSB, OPAP, and PVD.

2.2. Least significant bit (LSB)

The simplest method is the Least Significant Bit (LSB) approach, which modifies the least
significant bit of a specific quantity of pixels in the image to encode the message [14]. One
of the first LSB-based approaches was the LSB replacement (LSB-r) method, which replaced
a section of the picture's pixels' less-important bits with a steganographic message. Other
methods include LSB matching (LSB-m), which modifies a number of pixels by adjusting the
LSB value to match the bits in both the steganographic message and the image. Research [15]
served as the method's original inspiration, and it was later refined in the 1990s and is
constantly being improved upon today. Moreover, when embedding messages, the LSB
technique may be used in conjunction with transformation domain techniques. Due to its
improved imperceptibility and capacity, as well as its greater resistance to specialized
steganalysis assaults, the evolution of the LSB technique is unquestionably far more secure
than the original LSB approach. Figure 1 below depicts the mechanism of LSB.
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Figure 1. LSB mechanism.
2.3. Optimum pixel adjustment procedure (OPAP)

This method was first established by Chi-Kwon and L.M. Cheng, where OPAP was
developed as an advancement over the LSB-based methodology [15,16]. One of the
established methods for embedding image data is OPAP. The major goal was to enhance the
stego- image's quality while reducing the computational complexity involved in changing
four LSB bits to conceal the secret data [17,18]. The pixel differences between the actual
stego-image pixels are what make the difference. This technique generates good overall
imperceptibility and is used for both coloured and grayscale images. The secret info is
concealed before changing the pixel value. By doing this, the message is maintained while
the stego-image quality is improved. The benefit of using this method over the LSB
replacement technique is that it creates stego-images of greater quality.
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2.4. Pixel value differencing (PVD)

Wu and Tsai were the ones who first created the PVD process [19]. The concept is to quantize
the difference in neighbouring pixel values and then insert a hidden message based on the
results. The technique creates two non-overlapping successive pixel blocks out of a cover
image in a zig-zag pattern. Additionally, each block's concealing bit size is determined by
evaluating the difference value between two pixels, which is divided into several ranges [20].
The selection of ranges or gaps in a range table is based on the human visual sensitivity. Two
pixels' worth of information in the horizontal direction is used by default to estimate the
difference. Due to its greater capacity and resistance to RS analysis attacks, this approach is
more secure than LSB. In order to prevent RS detection assaults, the peak signal-to-noise
ratio (PSNR) value must be higher than 40dB. In terms of visual quality, 40dB of PSNR is
regarded as good. There is currently no steganography technique that can survive all
steganalysis attempts. The PVD-based approach often has superior imperceptibility than LSB
based on Human Visual System (HVS) measurement instruments like SSIM. However, pixel
difference histogram (PDH) assaults are poor against the PVD standard. PVD was created
using a variety of techniques, including the modulus function (MF), to enhance security,
imperceptibility, and payload [21].

3. Experimental implementation design

The general framework structure of the study investigation is illustrated in Figure 2.
Uploading a prepared, coloured cover image (PNG, BMP, or JPG) is the first step. The first
approach is then used to produce the stego-image and hide the generated concealed text
within the cover image. The stego-image is created, and the PSNR and MSE values are
calculated and evaluated for robustness, capacity, and imperceptibility. Using grayscale
photographs and a new image format, the entire procedure is repeated. The experiment will
be conducted on images that are 1024 x 1024 pixels in size.

| Coloured Cover Image |I%
Experiment 1: Experiment 2: Experiment 3:
LSB OPAP PVD
v v
PSNR MSE
Repeat using grayscale and
different image file format
Evaluate in terms of {ENG, JEG; BME)

robustness, capacity, and
imperceptibility.

Figure 2. General framework of study.
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3.1. Data collection

Three different picture formats are used as the research's cover images in this experiment.
The cover material is made up of four (4) standard pictures. Throughout the test period, the
cover pictures Lena, Tiffany, Baboon, and Peppers with pixel sizes of 1024 x 1024 as shown
below in Figure 3 were used in the intended research as the cover images in both grayscale
and  colour. The  USC SIPI  Volume 3: Miscellaneous website
(https://sipi.usc.edu/database/database.php?volume=misc) is where this dataset was retrieved
from. The steganographic technique with target imperceptibility and payload capability is
where this dataset is most frequently employed.

Figure 3. Standard cover images.
3.2. Performance measures

The primary domain and steganography techniques are summarized in the preceding section.
There are several algorithms with various benefits and drawbacks within this and other
domains. This experiment focuses on imperceptibility, embedding capacity, robustness, and
security. Though, various techniques have been suggested in the literature to assess the
effectiveness of steganographic approaches. The categorization proposed by past researchers
may be broken down into the following groups [16,22-24].

3.2.1 Visual quality

If the steganographic message is inserted, many measures may be used to determine whether
the image quality has not been affected. Calculating the Euclidean Distance between each
pixel of both pictures is the easiest method. The Image Quality Index, Structural Similarity
Image Quality Assessment, Image Fidelity, or the Mean Difference are other metrics
examined in the most recent research.
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3.2.2 Embedding capacity

The size of the hidden message that may be included into the cover picture is referred to as
the payload capacity. The efficiency of the steganography method increases with the payload
capacity since fewer covers are needed to convey messages. However, the influence on the
imperceptibility factor tends to increase with payload size [24].

3.2.3 Security

Evaluates the capacity to evade a detection assault, which entails obtaining information from
the picture to determine if it conceals information.

3.2.4 Imperceptibility

Once the message has been integrated, imperceptibility is utilized to gauge the impact of
distortion on the cover picture. The quality of a picture can be affected by excessive
distortion, which may even be visible to the human eye.

3.2.5 Robustness

The phrase "robustness" describes an image's ability to retain a hidden text even after it has
undergone several image-processing techniques as blurring, cropping, sharpening, and noise
addition [22]. Resilience, in other words, is the algorithm's ability to hold onto the
information masked in the cover medium even after several modifications have been made
to the cover [23]. Additionally, it relates to the volume of data that may be concealed without
causing any harm or erasing the contained data [24]. High PNSR values reduce the risk of
the secret data being discovered, which is necessary for the encryption of crucial messages
inside pictures.

3.2.6 Computational complexity

Measures the number of operations required to conceal and retrieve the steganographic
message as well as the execution time. It is better to select techniques that take less time
to execute.

3.3. Evaluation criteria

A range of measures will be used to evaluate the performance of the created stego-image
steganography system.

3.3.1 Peak signal-to-noise ratio (PSNR)

The PSNR metric is frequently used to assess the level of cover image distortion brought on
by data concealing [12]. The greatest possible magnitude of a signal to the amount of noise
it generates due to distortion (MSE) is known as PSNR. Decibels (dB) are used to express it.
More than 40 dB is required for a strong PSNR. The permissible range is between 30 and 40
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dB, though. Better image quality is indicated by a higher PSNR value [25]. The PSNR value
can only be calculated with the MSE value. The algorithm for calculating PSNR is
shown below.

PSR — 10 255 % 255
=10 ) (1)

3.3.2 Mean square error (MSE)

The mean square of the pixel-by-pixel difference between the actual and stego-image is the
MSE value [25]. It measures the inaccuracy that the data concealing strategy caused to appear
on the cover image. MSE ought to be as little as feasible. This is due to the fact that accuracy
is inversely correlated with MSE number. When the original and stego-image are identical,
the MSE value is 0. The formula for calculating MSE is shown below.

1 m-1 n-1
%Z Z (i, /) — KG, )] (3)
=0 Jj=0

4. Findings and discussion

The research experiment was conducted using three algorithms (LSB, OPAP, and LSB) of
three picture file types (BMP, PNG, and JPG), of size 1024 x 1024 cover images in both
coloured and grayscale forms. The results will be presented and discussed in this section.
While LSB and PVD were run through Matlab, OPAP was carried out in Google
Colaboratory. The outcomes are displayed using graphical images.

4.1. Outcome of PSNR and MSE for coloured images

The experimental results of the three algorithms, LSB, OPAP, and PVD of pixel size 1024
by 1024 coloured images are discussed in this subsection. Figure 4 and Figure 5 below show
the average result of PSNR and MSE based on the algorithms and picture file formats BMP,
PNG, JPG accordingly. Based on the Fig. 4, OPAP algorithm records the highest level of
PSNR followed by LSB, PVD algorithms while for the picture format, PNG has the highest
PSNR value as compared to BMP, JPG. Contrarily, based on Fig. 5, MSE of OPAP algorithm
records the lowest as it should be compared to LSB and PVD. On the other hand, JPG has
the lowest MSE values but values of PNG and BMP are not further different. Considering
both the PSNR and MSE values, it can be said that OPAP has the highest PSNR and lowest
MSE which indirectly means OPAP is the most efficient algorithm than LSB and PVD.
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PSNR of Coloured Images
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Figure 4. PSNR of coloured images based on image formats.
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Figure 5. MSE of coloured images based on image formats.
4.2. Comparative result for coloured versus grayscale images

This section displays and discusses the comparative result of PSNR and MSE for coloured
images with the ones of grayscale images. Based on Figure 6 below, both coloured and
grayscale images have relatively high PSNR values, therefore it comes down to the MSE
values which indicates the difference of stego-image from the original standard image. In
that case, grayscale images are better than coloured images due to the great picture quality
and lower MSE value as compared to coloured images.
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PSNR and MSE of OPAP
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Figure 6. Comparison of PSNR and MSE of OPAP.
4.3. Comparative result for coloured versus grayscale images

This part of the section compares the result of OPAP algorithm using grayscale images given
it has been proven that grayscale images are better than coloured in terms of the difference
between original and stego-images. This result is presented based on the image file formats
BMP, JPG, and PNG to identify the most suitable and compatible image type to be employed.
Figure 7 below clearly shows JPG creates the lowest quality stego-image which makes leaves
BMP and PNG. Out of 4 images. 3 PNG images record comparatively higher PSNR values
than BMP. Eventhough BMP has competitive values as PNG, in terms of producing the
greatest quality of stego-image, PNG is the most suitable. Figure 8 below displays the output
PNG stego-images using OPAP algorithm in both coloured and grayscale. From the picture,
the output images look relatively similar to the original images with less distortion and great
image quality.

PSNR (dB) of OPAP
120

100 95.63 94,23 95.17 95.93 95.26 95.36 93.87 94.28

80
60
40 mBMP
20
0 = PG
A B C D

PNG
OPAP

Grayscale

1024 x 1024

Figure 7. PSNR of grayscale images based on image formats.
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Figure 8. Standard cover images.
S. Conclusion

In a nutshell, spatial domain has a major potential as the base or starting point of an enhanced
and successful image steganographic algorithm due to its simple yet efficacious manner. It is
able to produce a high quality stego-image with high embedding capacity and
imperceptibility through achieving a high PSNR and low MSE. From the comparative
experiment that was conducted, it is concluded that OPAP is the best algorithm as compared
to LSB and PVD due to its ability to provide high quality secured stego-image with 64.22
PSNR and 0. 27 MSE values. The work of steganography system enhancement is ongoing.
This effort brought up a few additional directions worth exploring in the future. For instance,
combining the spatial domain with frequency domain and methods such as machine learning
and deep learning might increase security. By doing this, the security and robustness may be
improved. The most significant flaw in the steganography technology has to do with the
expansion of the secret message's carrying capacity. It is challenging to develop the
steganography due to the limitations of the secret message using PSNR. In this case, handling
the secret message beforehand and making it dynamic with the embedding technique is
preferable. This makes the pre-processing stage collaborative with the concealment process.
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